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=iglles Coeles

= “Setioliipral Velkies and prigeiples telguide
andiSzEElec Ses and behaviey

= Must BECEmmuNI Caled to stak ENeliEE:

m Defines tRElEEsied coliest ve behaviieie;
profession
— Who we are
— What we stand for

m Defines the desired Degevaeidef 1ndividual
professionals




=) CSE@O0es dESHileSeR) I gations

m 1OISOCIEL
m [0 empPIBYES
m to aclient

m to colleagues and tNEYIEIESSIE

How are conflicts resolved baEagNisese obligations?




o do WENHIBYEI. We are
naking ethi CaRdECISioNs?

] = ffJOHJ,
— Wigamwellehour mepmsay ?

m [he“|-tedNgieEss

— Would the IoE2iRINVAGISRAWSOEPER] - Team be el
your decision(S

B [he “market test”

— How would you feel abolielmz@@marketing initiative
designed to publicize and pregIEIENGHT decision

from Boswoth and Kabay (2002) Computer Security Handbook, Wiley.
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Supeslistine 1Mglementai@giol  eio
encouregelesmpiience witr

appropriaiesiegeardferocedures
and control SNGdnier Mamon
systems




Wigy, CORNE Careelseut  ncouraging
soIgiIp) | cIdeE With Sisianeards?

Jebhout audiiiiee
standards




DtNemProf esSiOnE

AGEElRiNNg, EREINeering, Y5e
— CEmnenNody Bknowledge
— GerleigliAaceeptedSiandards for piaetiiee o
professiens
» GAAP, GAASHVIesel AGeplRtancy Act, EiE
» |EEE, ASNVIEREIE
» ABA model ralés
» Medical specialtySigEeEsief, care
— Standard educati onal Negungaents for
professions




O)C;C par 20N 9IEfessional
Sie 0B, nas beegiagiead Upon

m | T elacuilien 'S GKOIreUES
— Fort 20BN | N Yiidlnation ""JS\/STSL

— Fast foo vvor'"ror day, 9aer MCSE” tRENex
— Self-taught 1RYyelEERERINNg

m No generally acCepiEaieompmonyeenly of
knowledge

— While organizations haVEiese)e eJ ommon body of
knowledge (e.g., |CCP COo@i=sampX| S M odel
Curriculum), none are uni “*JJ\ 2 Cepted

m No generally accepted standards of practice




uJ;, resSigiice)standards,
egocsellifesyeiic) Colfiir IS

“ réstiielfsiiinovatiemand creati VIt

“ gets e eyaof geitilag things dORE:
“who caresigsieneias It Wellks'

“ standards aregieaisiis, not Wiith, this dead(Tige’

“we've always dogeNitgisyyay aehthere’ s never
been a problem”

“1 don't see how this isVealliE=geded”
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Peri@gituae rebities witl
obj ectiVjityeiie diigence aNg

prof essi ORgIREEle, 1M EBCordanGe
C

with professi@geifsiandelies and

best practices




Obj syt

m AUCeRacts 1om a neutrdeEiSpECNE

1 AuditorNSHifeE oM Y9les

m Auditor deals O/t veriabl e facts




phie diffleence anuieipeIessional carne

m DUE cJH]r-

— NEUISHIEEI T Orty OE1SO
expenesi JchJe t sLIMstances ro z1/0)fe
to othEeeESe rt Jr property

iy

adapted from defin > S tionary

m Due professiOfelfe

— nhoun: the level O d‘J‘ hle [iilkla. prudent
and competent INAIVY ro 5536s to
exercise a special skil{ @liEgashnf ormation
systems auditing

from ISACA Audit Guiddine 030.0202




eesSenal Standa@ESieRaNEst practices

m 2eEssiena stendards
—NISAUENRE, Sta tlrfr\
— C0O roJ [ERCEWILh stagEzards mandatory

— I adNEEREEieIsiandards Jr alred |S dli@iieEsouUd
cons deriiisg drrnvvjroo 2hgagement

from ISACA IS AuB
m Best Practices
— |SACA IS Auditifq
— |S Auditing Proced (=5
— COBIT Framework
— NOT mandatory
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SEvENn. thelnterest o
stakenplders el awi ul eEoRES
manneigiiigilie naiatainine

Standards\eieepcuciiand charaster,
and not engagENgiects wiscreditable
to the profession




— not adopt aNyAIELIIEES thaesul d be see
» unlawful,
» unethical, or

» Unprofessional
from IS Auditing Standard 030




AGLs diseredital

i aliNprovIision”
— dRyAIEieRyAconVIChlE
— COMMIISSIGINGIA raLle

— convictiCgeiReyAe: | mey

turpitude
— gross negligenCeNigigiee
— accepting bribes INUWEEH
— €tc.

avolving mordl

slice ofiSHauditing

80 of awaudit
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Viigiiaiely, theysivacy and
conifeegiial ty emintormaiGeRIAES
1N the CeUISE! thaladuties URIESS

di scl osureysiEiredisy, | egal
authority. SUeNi@INaER,shall not
be used for berEjiieRoy, ref€ased to
Inappropriate partiess




versusgsenidentiality

RIVacyAls abalithoeople
— IREIVIGEEIRGE gt teNarn vacy

— deal SWilighaeEess NgSEnsitive persejjel
| Nformalii@Raeelinothers

m Confidentiality 1§iaispliislata

— obligation to proteCiExSiilEsensitve data
from access or i nappropliElEidiscl osure




D)\SCl OSliiE requiredNsyal el authority

Jooorme WiMoNS or couleleie!

D~

. Contr Fﬂ QH Nc' S Odisdo

m Externa aldiierresLests

m | egal advice Sq@BENIEsoUTigiRrior to
disclosing Irregulagiiesienll | egeliacts
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gipetencyNIpnEn

respecive
undertaeien

WallegRigle)/ czin) (22

to compl ete Wjiighshof €ssional

competence.




ViaintaNgieompetenEyai, I Espective field

requiresNeesess onaiais technlcal SKifiiSiEeLKeyiiedge to

WhelsSanaitor 1sYiimarily responsiglieNehacquiiing the
eJ
carry‘eiiegyAassignmeqisthe |'S auditor egEEsio e,

the auditor SgEHIGNEEE
does not beli eV /s'r
the requwed techicel
carrying out the ass

e anessignment that E2lBIiior
[SicompeiEginto perform eResial n

[iiSiand KAeWledge prior tc
flFnlEnt

il
e

Skills and knowledge varyQWiBsisENGle the"auditor
performs on the engagemen




ViaintaNgieompetenEyai, I Espective field

@Should contiigBizily, RAGRItor
K1/l edge toYigeiiatal e

2, Ol GeIRpetence
hd be'evaluated periceicaiiy

JfJ il ntafgieempetence
through cont| UENslEiEess onelfeducati on




audltor eshtifie, s«iilils and
alividual tRetefef €S5es
WS e |cul araiéa)
Skl | S ITaRyparti cul ar<et
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tieEilapprepn.ae partiesieh\we:
perieiednrevaiing al signiiicantNects
to therm




Repeiiinc

m Wenagement oifalicited area Sqelicihave
oppelttiiyAie, revielareport 1N oo
— Mangagementsiconmenisishould be inCIUCEENIpfi11el
report

m |f the IS auditor¥ji Jsngr.utc- icienciesin
the control enviroN@ERIREaudt@@should
communlcatethese Jaiiciencies,to theraudit
committee or responsi bl NG




m Significant'e

c)

Sigiiti Celginfacts includes

Liclfio) N [1ls

[Mindependedee

[enci esYinternal conie,

®E management’s rJ Sali@=meNiiith audit

findings
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cLiggormigls dreiessleocz] alsicziifelg
of Sieiepldersin enhaneiiEtITe
underSieipeiife, ofNipiormati e

Systems SEEifaanaiEentrol.




PIpfessional educaiien

= AlWWareness olNighormatio

a gege@ieoentro

— GoodNigieHiE sty has har@ieesis, bl
soft bereiits

— Helps managgisimake. | nfOliiied deci siornsjabout
dealing with ri's$gs




a0l atlorneisihce@ede of

. .INERSEEERaCt NoEiggood faiths e
two-thi rasNeEERthoseliesent, termEiEine

C‘/

membersni[SEIReyAREMDE@YN0 IN 1tS
judgment has Vi@leiEsiige . . "§@ode of Ethics
of the Associati ONgEIRIIGE Jeemguilty of

‘/

conduct detrimental YEMIFERIESKI Nterests of the
Association . . .”







