Ilhe Technical Aspects of
Auditing
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= The value proposition of
- advancing the auditors technical

knowledge
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SAVichigan Stater University' — 9'years
=~ oystem Englneerlng
— \JeLWQ Engineering
= o€ ;l': /' Engineering
e ent Card / ACH Processing
= :r'ﬁ‘mmatlon Assurance

-Fierrlgo Company — 1 % Years
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--",- — Information Security Manager
~® SANS Institute — 2 years
— Local Mentor
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e CeTiiea | _c')rmation Systems Auditor (CISA)
= er sholder .

> Cagijileel Informat|on Systems Security

; essmnal (CISSP)
__ AC Systems and Network Auditor (GSNA)
& GIAC Certified Incident Handler (GCIH)

~» Microsoft Certified Systems Engineer (MCSE)
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liiprmation Security functions and
Esponsi |1|ty alignment

> Cpleiplel ng traditional views of audit
— ok ﬁmg a new Skill
;.- 'W -~ stories
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APGIiCies are the foundation of governance
o TQQJE support Is a pre-requisite.
=l rnal Audit should be a key player in

- ..—r' 1€ policy development process.

_;_—_Objectlvr[y Isn’t spoiled, rather it's enhanced.

— Creates first-hand intimate knowledge of the
policy structure that results in a effective
audit.
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e

el must be a collaborative effort for
SIEeil }rr maintaining policies.

y Jgrl _fof Directors own governance of the
.- anlzatlon

ss-ftGovernance IS Implemented by HR &

 - Legal.
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SEBIE=ased access control can drive most
AWININIStration tasks.
SAdministration of Security is a partnership
==etween Information Technology and

—  Human Resources.
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o Clazl rJ» defined as an Informatlon
IEC) Iogy Function.

2 Orge Jizational maturity defines where
— S OE rations are aligned.

_" . @rganlzatlonal alignment of Information
'_' Security function can be a key indicator of
maturity.
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> Treaelfe] naIIy the realm! of audltors and
rlllfJJFD only.

s ASSU] ance performed by multiple areas of
= the organlzatlon promotes overall security.
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Assurance within and Information Security
- group can extend the auditors function to
achieve higher results.
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L LOOKIN g for problems.
- Hromo: ing themselves by making us look
OcLC
—— _J--A W ys ‘ratting” us out to management.
Unknowledgeable
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= \We can always baffle them with BS.
® They don’t understand what its like.
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AEASE ‘technical knowledge of audltors

rea» @rganizational understanding of
function.

o Ize audit programs as “the bad guy.”
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=3 Promote assurance roles within areas
~ other than audit.



Walrstories: .

JVENITo nowhere

e it j' green man under my desk

5 Tr?wr é malicious email
> [’s | mlng auditors!
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SANS Institute. _J::-v

- «‘AJ\JS Tiraining Proegram for the CISSP®
ENLIiice uon Exam

F

= Apri 11 to May 1, Tuesday & Thursday
-.Lenlngs
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== "% 509% discount on all @Home courses for
-f.i TSACA members / colleagues

— Includes CISA Prep




